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ABSTRACT: The Botnet is the network of personal computers with 

malicious software that are connected through the internet and 

controlled by Bot Master. It is the most catastrophic cyber-security 

threat such as phishing, spamming, DDoS attack, capturing 

usernames and password through the attack, stealing private data of 

users, or any other kind of malware which compromised the website. 

To decrease the detection capability of command and control (C&C) 

server, Bot Master has chosen to keep botnet with centralized 

communication topology along with the Tor network. Tor network 

constructs encoded/encrypted virtual circuit from source to 

destination to distribute network services without revealing its 

identity. Tor Traffic monitoring is difficult as the packets are 

traveling from source to destination in an encrypted fashion to 

conceal its identity from destination. The contribution of this 

research work is to provide a secure network service against 

Application Layer based DDoS attacks for Tor users and to detect 

and deactivate Tor based Bot. As the Tor Browser is highly secure 
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identity. Tor Traffic monitoring is difficult as the packets are 

traveling from source to destination in an encrypted fashion to 

conceal its identity from destination. The contribution of this 

research work is to provide a secure network service against 

Application Layer based DDoS attacks for Tor users and to detect 

and deactivate Tor based Bot. As the Tor Browser is highly secure 

and doing practical experiments on it is not advisable as it 

additionally raises ethical issues which could affect the functionality 

and performance of the Tor browser. It may also put the network-

users in a position where the failure of Tor’s secrecy has serious 

outcomes. So, Private Tor networks (PTN) with Trusted Middle 

Node on physical or virtual machines with dedicated resources have 

been created. The Trusted Middle node is identified by calculating 

trust value based on free CPU, Free RAM and number of cores or 

processors available in each System or Nodes. This will provide full 

control of software for performing experiments. The research work 

proposes a technique for not only detecting the bot but also ensuring 

the presence of bot. In existing techniques, Bots are getting detected 

only after webserver gets overloaded with number of requests which 

causes large delay to detect the activity of Bot. The contribution in 

this research work leads to detect the Bot as soon as it exists in the 

system. This will help in the start of preventive action at the earliest. 

Contribution towards research works shows the detection and 

deactivation of Application Layer based Bots such as “Tor’s 

Hammer” and “Hammer.py” as early as possible. Application layer 

based (L7) attacks are serious yet challenging to detect because of 

their secretiveness and appearing to request legitimacy as it does not  
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saturate the network bandwidth like Volume based attack as well as 

not consuming system resources like Protocol based attack. The 

purpose of these Bots is to perform DDoS Attack. Here, the detection 

framework is based on Delta time T∆, which is the time between two 

threads or requests in milliseconds. During normal operation, the T∆ 

is normally above 100 ms and when attack do exists, the T∆ is 

mostly in between 0 to 10 ms. Therefore, it becomes essential to 

detect and deactivate the Bot as early as possible within this span of 

T∆. The Average True Positive rate (TPr) and Accuracy of the 

proposed technique is 95.92%, the Average False Negative rate 

(FNr) and Error Rate is 4.08 %. 

Keywords: Botnet, Bot, LTN, PTN, DDoS, Tor’shammer, 

Hammer.py, Delta time, Attacktime,TPr, FPr, Accuracy, Error Rate. 
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ABSTRACT: In recent times, wireless sensor networks (WSN) are 

recognized as an established technology for an extensive range of 

applications that spans across critical ones like natural disaster 

prevention and battlefield surveillance to others like environmental 

monitoring, precision agriculture and industrial process monitoring 

and further, its expansion across a plethora of consumer applications 

like healthcare monitoring, home automation, vehicle tracking and 

automated automobile maintenance to name a few. The resource 

constraints of sensor nodes and the inherent properties of WSN pose 

a challenge to implement Quality of Service (QoS) to the maximal 

extent. Most of the research work carried out in the field of WSN is 

focused on designing routing protocols, medium access control 

(MAC) protocols, node scheduling algorithms, data aggregation and 

fusion techniques to name a few and further its analysis based on the 

QoS parameters. Investigation of QoS parameters extensively carried 
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focused on designing routing protocols, medium access control 

(MAC) protocols, node scheduling algorithms, data aggregation and 

fusion techniques to name a few and further its analysis based on the 

QoS parameters. Investigation of QoS parameters extensively carried 

out in the literature includes energy efficiency, reliability, 

throughput, packet delivery ratio, latency, network lifetime, 

bandwidth, scalability, latency and congestion. However, most of the 

research reported is carried out with an assumption that the number 

of nodes deployed in the area of interest is sufficiently large in 

number. Instead, in the preliminary phase of any WSN design, the 

crucial requirement that needs to be addressed is estimation of the 

optimum number of sensor nodes that are required to be deployed in 

a given network area such that spatial and temporal coverage 

requirement of the application is satisfied, or these sensor nodes 

collectively provide maximum coverage in a given economic 

constraint. The two aspects, viz. selection of node deployment 

scheme and the quantity of sensor nodes needed for implementing a 

given application are the two fundamental issues that must be 

considered for any WSN design and/or analysis. The quantification 

of these factors can be represented in the form of a critical QoS 

parameter, viz. Network coverage. It depicts the measure of 

effectiveness with which the sensor nodes deployed in the given 

network area can cover it. The sensing capabilities of the nodes can 

be modeled and represented using node sensing models. These 

models can be further used for prediction of coverage fraction that 

can be expected for a known quantity of nodes deployed in a given 

network area. Typically, a disk based binary sensing model is  

http://www.sfit.ac.in/


ST.FRNCIS INSTITUTE OF TECHNOLOGY (ENGINEERING COLLEGE) 

SVP ROAD, MT.POINSUR, BORIVALI (WEST), MUMBAI 400103 

www.sfit.ac.in 

 

 

 

             

             

             

assumed for coverage analysis. However, the characteristics 

associated with the sensing device and the environment related 

factors can affect the effective sensing radius of a sensor node. These 

parameters being stochastic require modeling using probabilistic 

sensing models. It is been realized that these sensing models can be 

revisited to be explicitly used as a design parameter which will have 

an added practical significance. The design methodology can be used 

for estimation of optimal density of sensor nodes that can be 

randomly deployed to achieve the required network area coverage, or 

for computation of requisite number of nodes to be deterministically 

positioned in the field of interest which forms a part of our research 

work. The existing sensing models are limited to consideration of a 

subset of factors; either environmental parameters or the 

characteristics associated with the sensing device. Hence, these 

models provide a suggestive estimation which leads to a study that is 

incomplete. The need of a realistic sensing model is much felt and 

has not been satisfactorily reported. Hence, we propose a new 

sensing model and further extend our analysis to include k-coverage 

and node failures in order to enable its applicability to WSN systems 

that require enhanced robustness and reliability. In case of randomly 

deployed networks, the coverage holes may not be uniformly spaced 

even though the desired coverage fraction is achieved, which may in 

some cases lead to a defunct network. Hence, there exists a need to 

investigate coverage efficiency post deployment and thereafter 

design algorithm/ schemes for its maximization. Additionally, 

improvisation of the achieved coverage fraction or reduction in the 

number of sensor nodes that can attain the given coverage fraction  
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can be done by exploiting mobility of nodes. Hence, we further 

extend our work to design an efficient algorithm for maximization of 

coverage efficiency that exploits complete/partial mobility of nodes 

in a homogeneous network. Alternatively, the algorithm is modified 

for holistic/zonal deployment of a heterogeneous network (a fraction 

of nodes being mobile while others are static). Hence, the focus of 

this research work is to carry out investigation and analysis of 

probabilistic sensing-based network coverage and to recommend a 

holistic approach that can be employed for design, evaluation and 

implementation of an effective WSN. 
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ABSTRACT: Since the semantic concept of music mood is very 

subjective, it is a challenging problem to characterize the affective 

music content using computational methods. In this research work, a 

framework is proposed for the prediction of structured regression to 

learn the music mood along the arousal and valence mood 

dimensions in the continuous space using a computationally efficient 

single twin Gaussian process regression model. Also, to address the 

subjectivity aspect of music mood, we propose an Expectation-

Maximization (EM) algorithm for obtaining the consensus from 

responses of multiple annotators by learning their behaviors. The 

audio features are learned using the variational Bayesian mechanism 

from the Gaussian mixture model and the chord level features are 

also extracted for improving the estimation of the valence dimension. 

The proposed method is able to achieve significantly improved 

performance than the existing methods for learning the multi-

dimensional target of music mood jointly. The general problem of 

covariate shift is also addressed in this research work, and we solve  
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this problem using Frank-Wolfe optimization principles. Two 

algorithms are proposed for correcting the covariate shift by learning 

the weighted importance, which results in most sparse solutions with 

improved computational efficiency. For correcting the covariate shift 

in the setting of structured regression, we modified the Gaussian 

process based on Sharma Mittal divergence and provide detailed 

derivations of the methodology. The proposed methods are analyzed 

on two important applications from different domains: estimation of 

the music mood estimation as well as estimation of the human pose 

with superior performance relative to the state-of-the-art techniques. 

Further, novel audio features based on the Fisher kernel principle are 

proposed, which are not yet applied for solving the problem of 

estimation and retrieval of music mood. The audio Fisher vectors are 

locally aggregated for the onset detected music segments that retain 

the musical continuity across time. For the regression modeling, we 

use the deep architecture having multiple layers of Gaussian 

processes and propose an algorithm for learning the Deep Gaussian 

Process regression to create the mapping from the novel aggregated 

Fisher vector features with the arousal and valence mood dimensions. 

The proposed method of aggregated Fisher vector features and the 

DGP regression model outperforms the state-of-the-art methods for 

both tasks of mood estimation and music retrieval. The proposed 

methods in this research work achieve a statistically significant 

improvement compared to existing methods for various benchmark 

datasets for addressing the semantic concept of estimation and 

retrieval of mood from music signals. 
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